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Slide 4 - SI02 and SIO3 relate to attrition and retention which relates to Equality Priority Objective (EPO) of a
representative workforce.

Slide 5 - SRO1 and SR04 relate to performance trajectories and Scheme rule changes which relate to EPO
‘Customer service and accessibility’.

Slide 9 — Roles and responsibilities of the Board and Committees from a social mobility reporting aspect.
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Where we are and ensuring
collective ownership of risk
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1. 2023/24 Strategic Issues

) £2 2 o
Risk/ . 2 55 .5 2
1S D'ateij Dat('a rISdk Sh D ipti Root cause Consequence ES SN LY § e § g 2
Ref raise revise ort name escription q theme risk theme & ‘§ % 82 g
& ] = &
oo o
« Limited skilled resources
. * Budget limitations
(L;isg ?vxll_Ziii)nsglilnk:/aess?gt;%gl:llogft?efr regarding our ability to | < Attrition
- o i * Lack of trust from OperationReputation
SI1.01 | 01/06/2021 | 30/03/2023 B"?‘C"'.Og of ‘early resolution' but waiting full p(qgrgss Lean review ack of trust fro P P Open| 16 20 B
Investigation cases investigation in the pre-assessment initiative stakeholders S al
9 oolp * Implementation of * Reputational risk
pool. Scheme Rules changes
* Corporate attrition
. . * LeO being unable to
Inability to attract, engage and retain attract ar?d retain
- the right talent and skills at Corporate
- ; . ff work at
nga:ﬁ;t;rtlgc;nn d and Operational (other than BAU * Lack of a competitive Séirptc?r:tz and
S1.02 | 01/12/2021 | 30/03/2023 o eratigns roles (other investigators), caused to some extent value proposition Operational level People |Operations|Open| 20 [V 12
P . : by a lack of flexibility/autonomy * Buoyant job market )
than BAU investigators) ) X * Not being able to
regarding pay remit and employee meet KPIs or business
value proposition. objectives
Inability to attract appropriate calibre|
investigators with the ability to rapidly « LeO is unable to
embed into their role, and to retain meet performance
(New | 30/03/2023 aft attrition - p to carry out * Lack of trust from People |Operations|Open 25 v
23/24) investigators place, to a large extent caused by a investigations stakeholders
lack of flexibility/autonomy regarding « Reputational
pay remit and employee value damage
proposition and concerns around
workload and targets.
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2. 2023/24 Strategic Risks

s |[£2
Risk/I Dat Date risk % é g
isk/Issu ate ate ris — ] Secondary o o
. - Short name Description Root cause Consequence Risk theme | *. =¥ s 9
eRef | raised | revised P a risk theme s 3z
3 >3
@ <]
o o
» System outages / short terms
sickness / other leave / -
) ) . . « Loss of credibility from
Failure to deliver against performance unexpected staff not being . )
. . } h ; - ) ) stakeholders and confidence in
Failure to meet Business(trajectory as outlined in the Business available / compassionate LeO’s improvement tralecto Reputation
SR.01 01/06/2021 | 30/03/2023 Plan's performance [Plan, leading to unacceptable customer leave, etc./ unexpected bank| | Attrition p ! Y Operations P al Open 16
trajectory ourney time (i.e. the time a customer holidays.
. ; "  Lack of trust from stakeholders
waits for their case to be resolved) * Staff attrition « Reputational risk
* Proportion of staff (established P
v non-established)
» Potential failure to deliver on
LeO’s strategic and business plan
commitments
* Executive and/or * Prioritisation of delivery on
Lack of leadership resilience at Management level attrition commitments or future planning
SR.02 Executive Team level as a result of * Challenges of recruiting in a * Less resilience to respond to
’ pressures or gaps at Executive and/or competitive labour market emerging pressures and
(This was | 01/05/2022 | 30/03/2023 | Leadership resilience Manag_ement Ieve’l, po_t(_ennally . * Lack (.)f effectl\_lt_a succession qer_nar_lds. . People N/A Cautious| 12
SR.05 in mpacting on LeO’s ability to effectively planning for critical roles « Limitations on future strategic or
22'/23) deliver on strategic and business plan * Lean executive and business planning
lcommitments, or to respond to management structure, * Increased pressure on existing
lemerging pressures and demands. historic resource and budget leadership, with potential for
pressures further impact on senior resilience
 Single points of failure or over
dependence on critical roles
within senior structure
* Underspend: |nab|I|t){ to retain/| | Reputational damage and lack
attract staff, delaysin
) ) . of trust from stakeholders.
recruitment, higher attrition « Significant underspend wil
SR.03 Risk of OLC budget ’ ) than forecast, impact of ~l9 pe )
. : Risk of OLC budget variance ) . impede on our ability to deliver
variance becoming becoming outside of a tolerable inflation. riorities Reputation
(This was | 01/05/2022 | 30/03/2023 | outside of a tolerable " 9 » Overspend: impact of prionties. Financial P Minimal | 12
) o position (either forecast overspend or ) ) . « Asignificant overspend shows al
SR.06 in position (underspend / inflation, lower attrition than
underspend). lack of budgetary control /
22/23) overspend). forecast, unexpected .
; budget management, leading to
regulatory requirements/ costs,|
) lack of trust from stakeholders
unexpected increased non- . .
and reputational risk.
staff costs
* LeO's reputation affected.
The Implementation and application of * Lack of trust from stakeholders
the new Scheme Rules fails to deliver the . Potential to impact - LeO’s
L ) ) * Key SRs data points and - ) )
SR.04 anticipated improvements in customer ) reputation, operational delivery
- o impact assessments not L . . .
(New 30/03/2023 Scheme Rules changes [experience, efficiency and . ) and organisational strategy. Reputational | Operations | Cautious
. ) effectively interpreted and
23/24) proportionality or has an unacceptable * Impacts can be managed /

detrimental impact on any group(s) of
lour customers.

assessed.

mitigated by: ability to vary
application of Ombudsman
discretion; review of data

Current Risk/Issue

rating

Target score
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Risk matrix guidance

IMPACT LIKELIHOOD
No (or very limited) impact to LeO's
business or reputation, or to any individual 0-5%
1 }
customer or stakeholder Very unlikely
Minorimpact on LeO's reputation (or that
of any customer or stakeholder) or very 6-20%
short-term (hours) inconvenience to LeO's 2 Unlikel
- y
business
Moderate impact to LeO's reputation (or .
that of any customer or stakeholder) or a 3 21'50/"
moderate inconvenience (days) to LeO's Possible
business
Significant impact to LeO's reputation (or 4 51-80%
that of any customer or stakeholder) or a Probable
significant inconvenience (weeks) to
LeO's business
- - 81%- 99.9%
Severe impact to LeO's reputation (or 5

that of any customer or stakeholder) or a
significant inconvenience (months) to
LeO's business

Almost certain

Risks and issues — what’s the difference?

 Ariskis the effect of uncertainty on
objectives, ie an event which may
happen.

 Anissue is something that is
happening or has already happened
and is therefore already causing/has
caused an impact

Impact scale (Potential 12 months cumulative)

Catastrophic
5 10
Major
4 8
Moderate
3 6
Minor
2 4 6 8 10
Insignificant
1 2 3 4 5

LIKELIHOOD SCALE
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3. Proposed change to the OLC risk appetite statement

FY 2022/23

“The Office for Legal complaints (OLC) has an overarching cautious risk appetite
approach, but with a clear aim of moving towards an open approach over the course of
2022/23 and 2023/24 as we move closer to a sustainable position in terms of LeO’s
service. This reflects the need to balance the open risk appetite associated with
continuing delivery of transformational change (through the implementation of new
ways of working, implementation of significant Scheme Rule changes, seeking further
iInnovative approaches and efficiencies) with the more cautious risk appetite in relation
to delivering on our recovery plan commitments and trajectories and managing LeQO’s
reputation with customers, service providers and wider stakeholders. This is managed
alongside a minimalist approach to financial risk.”

Proposed statement FY 2023/24

“The Office for Legal Complaints (OLC) will operate with an overarching open risk

appetite approach, allowing the Legal Ombudsman to continue to deliver

transformational change (through new ways of working, embedding significant Scheme

Rule changes, identifying further innovative approaches and efficiencies) and seek to

move LeO towards an organisation focused on improvement and learning. The OLC has

an open risk appetite in relation to operational delivery but continually monitors and puts

in place mitigations to manage any significant risk to our improvement trajectory, levels 3
of customer service or LeO’s reputation with customers, service providers and E—E’é&/t
stakeholders. This is managed alongside a minimal approach to financial riSk'”O/\/\BU DSMAN
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The new Strategy and
overseeing future risk
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4. Risk Management Framework — who is responsible for what?

The role of the Board is to set the strategic direction of the organisation and exercise oversight, support, and challenge
of the Executive in their management of the organisation, in order to meet objectives. The Board’s role in respect of risk
management is to support the Chief Ombudsman in their role of ensuring that OLC has in place effective arrangements
OLC Board for governance, risk management and internal control. It is also responsible for setting the organisation’s risk appetite
and approving the organisation’s risk tolerances. The Board reviews and approves the organisation’s strategic risks /
issues analysis each year. The Board also reviews and approves this framework, as well as the OLC Governance
Framework.
Audit, Risk and |The Audit and Risk Committee (ARAC), overseesthe OLC's risk management processes, governance and financial
control framework. ARAC provides assurance to the OLC Board on the risk management framework including risk
. identification, mitigation and management along with an agreed risk appetite structure. As indicated in the ARAC
Committee 155 of Reference, they periodically review risk assurance reports from the Executive and provide advice where
(ARAC) weaknesses are observed

Assurance

Accountable to the OLC Board for the effectiveness of the system of internal controls at LeO, including the adequacy of

The Chief governance and risk management arrangements in the organisation. The Chief Ombudsman has ultimate responsibility

Ombudsman for ensuring that LeO has in place an effective overall system of internal control. This includes having in place effective
governance and risk management arrangements, which reflect wider good practice.

Executive Team (ET) members are required to support the Chief Ombudsman in discharging governance, risk
management and internal control responsibilities in their respective parts of the organisation. Executives are
accountable to the Chief Ombudsman for the reporting of all relevant risks in their respective areas, and the adequacy
of risk mitigation activities to reduce gross risks to residual risks levels that are within OLC Board risk tolerance parameters.
Executive Team [ET provide an essential bridge between the strategic risk decision-making process and the overarching governance of|

(ET) OLC’s risk management strategy. ET consider the strategic risk recommendations made by MT and make their own
determination of what proposals to take to Board.

The Executive Team are accountable to the OLC Board for the management of the organisation and for the effective
delivery of the OLC scheme rules. The ET are supported by a tier-lower Management Team.

Head of Facilitate LeO’s risk management and risk reporting activities across the organisation. The Head of Programme

Programme  Management & Assurance is responsible for ensuring that LeO’s corporate governance system of internal control and

Management & Risk Management Framework are robust, kept up to date, adhered to, proportionate and fit for purpose in supporting
informed decision making and the delivery of the organisation’s strategic aims.

Assurance

Risk Manager

the Risk Management Framework are being correctly applied.




6. Current risk reporting to ARAC

* Risk Assurance is presented as a snap shot of the ARAC dashboard which
went live in Q4 of 22/23.

 The Risk Assurance report details updates on strategic risks and issues, which
includes detailed narrative on controls and their effectiveness.

 The Risk Assurance report details the mitigations (current and future) and
whether these have been determined as ‘effective’. This is included to assure
that the Executive have a firm grip on managing risk continuously throughout
the year, with regular reviews and updates - see screenshots on slide 11.

 Inresponse to the ARAC Effectiveness Review Action Plan, LeO now produce
internal deep dives which are presented to ARAC twice a year. The first deep
dive on Business Continuity was presented in May.

« Clear visibility of progress made on risk management as part of the
‘moderate’ GIAA audit opinion in Q3 of 23/24 which recognised significant
progress on risk.

 Robust tracking of audit actions, providing rationale for closed / overdue
actions on a quarterly basis. All Executive Team actions are tested internally
by the PM&A function before formal closing and this is shared with ARAC and
GIAA.

« Current reporting includes risk tolerances and risk metrics aligned to
performance metrics which provides visibility of areas of improvement or

OMBUDSMAN
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6. Current risk reporting to ARAC

Example of Strategic risk update:

Narrative

* SR.01 - Maintained a score of 16. We delivered 1055 cases in March against a Business Plan forecast of 871, a 21% over achievement against the Business Plan. This number represents the
highest ever monthly resolution total achieved by LeO (previous high was 840). A huge achievement as a result of significant focus and commitment from our Operations Managers, Team |leaders
and all across our Operations teams. Going into Q4, Operations made significant changes so that teams could deliver this result. These included: - Streamlined the Quality and Feedback process,
to ensure more time was spent on case progression. « Used the resulting Ombudsman time saving to increase decision making capacity. « Improved the flow of cases going into Early resolutions
teams to build a larger work in progress (WIP) to increase opportunity for closures. March'’s performance total takes the year-end position to a total of 9,469 closures which is 92% of the Business
Plan target, as well as a 44% year on year improvement on 21/22, a real sign of the significant step change we have seen in performance this year.

+ SR.02 - The only action that remained open end of March was the Q4 year end and Business Plan update. This actioned was closed at the end of April with the publication of Q4 update. All other
actions pertaining to this risk were previously closed. Residual scoring of 4 is lower than target score. This risk will be closed as discussed at SRR review with Executive Team.

+ SR.03 - This remains with a score of 10. Only one action open regarding the Procurement Policy (which needs updating). All other actions are closed. The Risk Manager has been in place since
April 2022 and, along with the Head of Programme Management & Assurance, a number of actions have been undertaken to provide more rigour to the Framework of Risk Management and
Governance: The Strategic and Business Unit Risk Registers are now fully digital on SharePoint, Business Performance Review meetings take place every month in order to monitor risks and to
ensure these are effectively managed. We now have risk indicators and risk tolerances, which are also part of monthly risk conversations and presented quarterly to ARAC. The OLC Governance
Framework was approved in Q4, following a full review of decision-making processes and routes of escalation. This risk will be closed as discussed at SRR review with Executive Team, but the
procurement action will continue to be managed at Business Unit level.

* SR.04 - Score reduced to 8. The new scheme rules went live as planned on 1 April 23 with all the key functionality in place. Staff have been trained, although more will be required in Q1 and
beyond. Templates and guidance are up to date, content of the website has been updated. External stakeholders know of changes and have helped us communicate them to their members. The
SRs were delivered without any tangible impact on operational delivery. Scering dropped significantly as this risk covered the period up to go live and that has been achieved with minimal adverse
impacts. This risk will be closed as discussed at SRR review with Executive Team but, as the challenge moving forwards will be the ongoing impacts caused by unforeseen impacts of the changes,
a new risk and controls will be created for 23/24 financial year.

+ SR.05 - Score remains as 12. Although the interim EDI Manager has now been appointed, it will be necessary to put actions in place to recruit for the Head of Finance role. Work will continue in
23/24 to ensure there is sufficient resilience at the Executive level.

= S8R.06 - Score remains at 12. We have closed this year within tolerance of 1%.

Example of Effectiveness of controls:

Testing of controls from strategic risks

|SSE.|e / Risk description — Short name Effective?
Risk control No.
Failure to effectively manage and ACT1 Project Prioritisation Framework Yes
SR.02 | .
implement transformational change ACT4 Change Management Guidance Yes
5R.03 [The framework of governance, risk ACT4 Governance Framework Yes
management and control
SR.04 [Scheme Rules work ACT1 Project methodology Yes
SR.06 |OLC Budget variance ACT1 Monthly Finance meeting with Yes
budget holders

« Closed - A number of actions and controls to treat S1.01 and SR.01 were closed at the end of March. Going into Q4, Operations made significant changes. These included: -
Streamlined the Quality and Feedback process, to ensure more time was spent on case progression. * Used the resulting Ombudsman time saving to increase decision making
capacity. « Improved the flow of cases going into Early resolutions teams to build a larger work in progress (WIP) to increase opportunity for closures.

Regarding SR.02, the only remaining action was closed at the end of April 23, as explained in the previous slide.

+ Overdue - The only overdue action in terms of risk is SR.03_ACT9. This is regarding the Procurement Policy (this needs updating), which has been delayed by critical procurement
tasks. This action will continue to be managed at Business Unit level. The other 2 overdue actions are from S1.02 (People) regarding the attraction strategy and the capability building
strategy.

+ On track - There are 11 actions on track from the following: S1.01, 51.02, SR.01, SR.04, SR.05 and SR.06. These actions are now ongoing. As we move to the new FY a full review
of the controls/actions for the 22/23 SRR will take place.




5. Current risk reporting to OLC Board

 Risk and audit narrative as part of the Chief Ombudsman Executive
Report - this highlights key movements in strategic risks and/or issues, audit
plan progress and escalations from business unit risks.

« ARAC update from the Chair of ARAC. ARAC reviews LeQO’s risk
management and assurance on a regular basis, including scrutiny of risk
identification, mitigation and management, and provides assurance to
the OLC Board on the risk management framework

« Shift to quarterly performance reporting, which aligns to risk tolerances
and appetites following agreement at last year’s OLC Board Strategic Risk
Workshop.

 Narrative provided on a monthly basis via the ‘Agreed Data Set’ on
movement of strategic risks, issues and audit actions.

 Annual OLC Board workshop - discussing and agreeing risk appetite and
strategic risks and issues for the financial year.

EEéQ
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Questions for the Board

« Do you feel you have sufficient strategic oversight of risk?

« Do you as Board members feel you receive the appropriate level of
risk assurance? This would include information on key controls,
assurance, and future actions for strategic risks

 Are there any gaps?

« What would Board like to see more of or done differently in terms of
risk reporting to ARAC and/or Board?

« How do Board members think they should oversee risk as we enter
a new strategy period?

ce
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Appendix 1
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Risk appetite guidance (1/3)

Risk appetite level definition

Govamance Strategy

Operations

Legal

Averse

Minimal

Cautious

Open

Eager

Guiding principles or rules
in place that limit risk in
organisational actions and
the pursuit of priorities.
COrganisational strategy is
rafreshed al S5+ year

Guiding principles or niles
in place that minimise risk
in organisational aclions
and the pursuil of pricrities.
Organisational slralegy is
rafreshed at 4-5 yaar

GGuiding principles or rulas in
placa that allow considerad
risk taking in organisational
aclions and tha pursuit of
prioriies. Organisational
sirategy is refreshed at 3-4

Guiding principlas or rulas iny
place thal are recaplive o
considared risk taking im
arganisational actions and
e pursuit of priorities.
Organisational strategy is

Guiding principles or rules in
place that wealcome
considerad risk taking in
organisational actions and
the pursuit of prioritias.
COrganisalional strategy is

intarvals intarvals year intervals refrashed atl 2-3 year refreshed at 1-2 year
intarvals intarvals
Avoid adions with Willing 1o considar low risk | Willing to considar aclions Recaplive to taking difficult | Ready o lake difficult

associated risk. Mo
daecisions are taken outside
of procasses and ovarsight
I moniloring arrangemants.
Organisalional contrals
minimise risk of fraud, with
significant lavels of
resource focusad on
datecton and prevenlion.

actions which support
dalivary of priorities and
objactives. Procasses, and
owvarsight / maoniboaring
arrangamenis anable
limited risk taking.
Organisational controls
maximise fraud pravention,
datlection and delarmance
through robust controls and
sanclions.

where benafils outweigh
risks. Processas, and
ovarsight / monitoring
arrangaements enable
caulious risk laking.
Controls enable fraud
preveantion, detaction and
deterrance by maintaining
appropriate controls and
sancthons.

decisions when benafils
oubweigh risks. Processas,
and owarsight / manitoring
arrangamanis eanabla
considarad risk taking.
Lewvels of frawd conftraols ara
variad to reflect scale of
risks wilh cosis.

decisions whean

benafils oubtweigh risks.
Processes, and oversight /
manitoring arrangaemeanis
supporl informed risk
taking. Lewvels of fraud
controls are varied to
reflact scale of risk with
cosls.

Defansive approach Lo
operalional delivery - aim
to maintainiprotect, rather
than craate or innowvate.
Pricrity for close
managamean! cantrals and
ovarsight with limited
dawvalved authority.

Innovations largely avoided
unless essanlial. Decision
making authority held by
sanior managemant.

Tendency o stick o the
slatus quo, innovations
generally avoided unless
necassary. Dacision making
authority genarally hald by
sanior managemaent.
Management through
laading indicators.

Innovation supported, with
clear demonstralion of
benafit / improvement in
management control.
Responsibility for non-
critical decisions may ba
devolvad.

Innovation purswed —
desire to 'break the mould’
and challenge current
working praclices. High
levals af devalved autharity
— manageameant by trust |
lagaging indicators rathar
than close contral.

Play safe and awoid
anything which could be
challanged, avan
unsuccassiully.

Want lo be very sure wa
would win any challenge.

Want o be reasonably sure
wia wauld win anmy
challenga.

Challange will ba
problemaltic; we ara likely
o win, and the gain wall
aubweigh the adverse

impaci.

Chances of losing are high
but exceplional banafits
could be realisaed.

Note: Risk appetite positions as defined by the orange book:

OMBUDSMAN
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Risk appetite guidance (2/3)

Avarse

Minimal

=[]l w[= [l

Cautious

Dpen

Eager

DDligahon b0 Comply With
strict policias for purchase,
renlal, disposal,
consiruction, and
refurbishimant thal ensures
preducing good value for
monay.

Hecommendanon o iollow
sirict policies for purchase,
rantal, disposal,
consiruction, and
rafurbishment thal ensuras
preducing good walue for
manay.

Heguirement 1o aoopl
arrange of agreed solutions
for purchasea, rental,
disposal, construction, and
rafurbishment thal ansures
producing good value for
maney.

Consider benaris of
agread salutions for
purchase, rental, disposal,
construction, and
refurbishmeant thal meeling
arganisational
resquirsments.

AppNcanon of dynamic
solutions for purchase,
rental, disposal,
construction, and
refurbishiment that enswres
me&eling organisational
requirsmeants.

Avaidance af any inancial
impacl or loss, is a key
ocbjeclive.

Only prapared o accepl
the passibility of very
limited financial impact if
essantial o delivery.

Seak sale delivery options
with litlle residual inancial
loss only if it could yiald
upside opporiunities.

Preparad 1o invest for
benafit and to minimise thea
possitility of financial loss
by managing the risks 1o
tolerable levels.

Prepared to invast for best
possible benel and accepl
possibility of financial koss
(confrols must be in place).

Zaero appelite for unleslad
commercial agreements.
Pricrity for close
managameanl confrals and
owarsighl with limited
davalved authority.

Appelite for risk laking
lirmited bo low scala
procuramant activity.
Decision making authority
hald by senior
managameant.

Tandency o slick to the
stalus quo, innovations
generally avaided unless
necassary. Decision making
authority generally held by
sanior managemenit.
Management through
laading indicalors.

Innovation supporied, with
demonsiration of banalit /
improvamant in service
dalivery. Respansibility for
non-critical decisions may
be devalved.

Innovation pursued —
desira to ‘break the mould’
and challengea current
working practces. High
levals of devalved authorily
— managemant by trust /
lagging indicators ratbhar
than close conlral.

Pricrity to maintain close
managamant control &
owarsight. Limited devalved
autharity. Limited fexibility
im redation o working
practicas. Developmeant
imvastimant in standard
praclicas only

Decision making authorilby
hald by senior
managamant.
Devalopmeant imasimant
ganerally in standard
praclices.

Seak sale and standard

people palicy. Decision
making authority genarally
held by sanior managemeant.

Prepared 1o invesl in our
pecple o create innovative
mix of skills environmeanit.
Responsibility for
noncritical decisions may
be devalved.

Innowvation pursued —
desira to ‘break the mould’
and challenge current
working practices. High
levals of devalved authorily
— managemant by trust
rather than close conlral.

G
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Risk appetite guidance (3/3)

Risk appetite level definitions

Technology

Data & Info
Management

Sacurity

Projact/Programime

Reputational

Avearsa

Minimal

Cautious

Opan

Eager

Geanaral avoidance of
systems / technology
deavelopmeants.

Only essential systeams [
terchnology developrmeants
to protect currant
oparations.

Consideration given o
adoplion of established [
mature sysiems amd
techmology improvemeants.
Agile primciples ars
considered

Systams [ tachnology
davelopmeants considared
o enable improwved
dalivary. Agile principles
may be followed.

Menwr teschnologies wiewed
as a key anabler of
oparational delivery. Agile
principles are ambraced.

Lock down data &
imformation. Access tightly
conftralled, high levals of
moanitoring.

Minimise laveal of risk due
to potential damage from
disclosura.

Accapt nead for oparational
effectivenass with risk
miitigated through careful
managameant limiting
distribution.

Accept nead for
aoparational effectivensess
im distribution and
imformation sharimg.

Leval of contrals minimisead
wiith data and infarmation
openhy shared.

Mo tolerancs for security

risks causing hoss or

damagesa to HMG propearty,

assals information or

peopla. Stringent

meaasuras in placea,

imcluding:

= Adherence o FCDO
travel restrictions

= Staff vatting maintainaed
at highest approprists
lawel.

= Controls limiting staff and
wisilor access. o
information, assets and
estate.

= Access o slafl parsonal
devicas restriciad in
official sites

Risk of loss or damsge o
HMG property, assels,
imfarmation or paapla
minimised throwgh
strimgent security
meaasuras, inchuding:

= Adherences o FCDO
travel restrictions

= All staff velled levals
defined by raks
reguiremeants.

s Controls limiting staff and
wisilor accass o
imformation, assels and
estate.

= Staff parsonal dewvices
permilted, but may not be
usad for aofficial tasks.

Limiterd sacurity risks

accaptad o support

business maad, wilkh
appropriale checks and
balanceas in place:

= Adherence 1o FCDO
travel restrictions

= Welling levels may flax
within teams. as required

= Controds managing staff
and limiting wvisilor access
o information. assels and
astate.

« Staffl parsonal devices
may ba used for limited
afficial tasks with
appropriate permissions.

Considersd ssourity risk
accapbad o support
business nead, wilh
appropriale checks and
balamnceas in place:

= Maw startears may
commeance employrmant
at risk, following partial
completion of watting
processas

= Parmission may be
sought for travel within
FCDO restricted areas.

= Controds limiting visibor
access o information.
assels and astate.

» Staff personal devices
may be usad for official
lasks with appropriate
permissions.

COrganisational willing o

accapl sacurity risk o

support business naead,

wiith appropriate checks

and balances in placs:

= Mew starters may
commeance amploymeant
at risk, following partial
complaticn of velting
Processas

= Travel parmittaed within
FCDO restricted areas.

= Controls limiting wisitor
access o infarmation,
assels and estate.

= Staff parsonal davicas
parmitted for official
tmsks

Defansive approach bo
transformational aclivity -
aim o maintaim/protect,
rather than create or
imnovate. Priority for closs
managameant contrals and
ovarsight with limited
devabsad authority.
Banefits lad plans fully
aligned with strategic
pricritiess, functional
standards.

Innowvations avoided unless
essantial. Decision making
authority held by sanior
managamesamnt.

Bamnafits led plans aligned
with strategic pricrities,
functional standards.

Tendency to stick to the
slatus quo, innovaltions
genarally avaided unlass
mecassary . Dacision
making authority genarally
hald by sanior
managameant. Plans
aligned with strategic
priorities, funclional
standards.

Innovation supported, with
damonstration of
commansurata
imiprovemanits in
managament contnol.
Respomnsibility for
moncritical decisions may
ba devolved.

Plans aligned with
funclional standards and
aorganisational govermance.

Innowvation pursued —
deasire o ‘braak the mould”
and challenge currant
working practices. High
lawals of devohrad authority
— managemant by trust
rathar than close conbrol.
FPlans aligned witlh
organisational govermamce.

Zearo appetite for any
decisions with high chanca
of reparcussion for
organisations” repulation.

Appedite for risk taking
limited o those ewvants
where there is no chancs
of any significant
reparcussion for the
organisation.

Appetite for risk aking
limitesd to those ewvents
where thare is little chance
of any significant
raparcussion for the
arganisation.

Appetite 1o take decisions
with potantial o expose
arganisation o additional
scrutiny, bul only whera
approprials steps ars
tlaken o minimise
SENpOSsUra.

Appetite o take decisions
which ara likely bo brimg
additional Governmental /
organisational scrulimy only
wihera potential banafits
oubtweigh risks.
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Appendix 2
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Risk in Government)

Post

Ministers

Accounting Officers

The Board / Senior
Executive Team

The Audit & Risk
Assurance
Committee

Managers (part of the
15t line of defence)

The Risk
Management
function (part of the
2nd line of defence)

Internal Audit (part of
the 3 line of
defence)

Role (with regard to risk)

Set the direction against political imperatives and articulate a
high-level appetite for the risks to those imperatives.

Should set an appropriate tone from the top, for example by
articulating risk appetite, championing and driving the
effective management of risk and ensuring the risk function is
supported in carrying out its role.

Should support the Accounting Officer in articulating risk
appetite and by leading the assessment and management of
risk.

Should support the board and Accounting Officer by
reviewing the comprehensiveness and reliability of
assurances on risk management.

Should actively identify and manage risks as part of their
everyday business, escalating them promptly as and when
necessary.

Should support and facilitate the organisation’s management
and oversight of risk. For example by building the
organisation’s risk capability and defining the organisation’s
risk management practices and framework.

Should provide independent and objective assurance on the
effectiveness of the organisation’s risk management
arrangements, and share good practice through comparative
assessment.

4. Roles / Responsibilities Framework (Management of

ce
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4. Roles / Responsibilities Governance Framework (PHSO)

4.6

4.6.1

4.6.2

4.6.3

4.6.4

4.6.5

4.6.6

Roles and Responsibilities

The Ombudsman/Chair as Accounting Officer - Supported by the
Board, is responsible for ensuring robust governance, risk management
and internal control arrangements are in place across the whole
organisation.

The Board routinely monitor the mitigation of strategic risks. This
supports the Accounting Officer in ensuring that there is regular and
timely assurance.

The Audit and Risk Assurance Committee examines the arrangements
in place to provide comprehensive and reliable assurance. This involves:

= |dentifying the assurance need,

+« How it will be met;

« Whether there are any assurance gaps or overlaps and how these can
best be filled; and

« Whether this will provide sufficient, relevant reliable assurance.

Chief Executive Officer - As Accountable Officer provides the
Accounting Officer and Board with assurance on the effective delivery of
PHSO's planned aims and objectives, financial stewardship and probity.

Executive Team (ET) - Responsible for decisions regarding the effective
operational leadership and direction for the work of PHSO.

Senior Leadership Team (5LT) - Responsible for ensuring the business
operations within their responsibilities are subject to effective and
documented control frameworks as part of their core operating
processes, that these are routinely tested and outcomes reported, with
issues identified and managed.
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